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1. Introduction 

This document describes how VPN Tracker can be used to establish a connection 
between a Macintosh running Mac OS X and a Linksys BEFVP41 VPN router. 

The Linksys BEFVP41 firewall is configured as a router connecting a company LAN 
to the Internet.  

This paper is only a supplement to, not a replacement for, the instructions that 
have been included with your Linksys BEFVP41. Please be sure to read those 
instructions and understand them before starting. 

All trademarks, product names, company names, logos, screenshots displayed, 
cited or otherwise indicated on the How-to are the property of their respective 
owners. 

EQUINUX SHALL HAVE ABSOLUTELY NO LIABILITY FOR ANY DIRECT OR INDIRECT, 
SPECIAL OR OTHER CONSEQUENTIAL DAMAGES IN CONNECTION WITH THE USE OF 
THE HOW-TO OR ANY CHANGE TO THE ROUTER GENERALLY, INCLUDING WITHOUT 
LIMITATION, ANY LOST PROFITS, BUSINESS, OR DATA, EVEN IF EQUINUX HAS BEEN 
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. 
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2. Prerequisites 

First you have to make sure to use a recent Linksys BEFVP41 firmware version. The 
latest release for your Linksys BEFVP41 firewall can be obtained from  

http://www.linksys.com/ 

For this document, firmware version 1.01.04 has been used. 

Please note: VPN Tracker has been only been tested with the BEFVP41 V2.0 and 
the related firmware version. Please make sure to use the latest firmware version. 

When using Pre-shared key authentication you need one VPN Tracker Personal 
Edition license for each Mac connecting to the Linksys BEFVP41.  

We recommend one VPN Tracker Professional Edition for the administrator’s Mac 
in order to export configuration files to the clients. 

VPN Tracker is compatible with Mac OS X 10.2.5+, 10.3 and 10.4. 
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3. Connecting a VPN Tracker host to a 
Linksys BEFVP41  
In this example the Mac running VPN Tracker is directly connected to the Internet 
via a dialup or PPP connection. 

The Linksys BEFVP41 VPN router is configured in NAT mode and has the static WAN 
IP address 169.1.2.3 and the private LAN IP address 192.168.1.1. The Stations in the 
LAN behind the Linksys BEFVP41 use 192.168.1.1 as their default gateway and 
should have a working Internet connection. 

 

 

Figure 1: VPN Tracker – Linksys BEFVP41 connection diagram 
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3.1 Linksys BEFVP41 Configuration 

The pre-defined VPN Tracker connection type has been created using the default 
settings for your Linksys BEFVP41 VPN router. If you change any of the settings on 
the Linksys BEFVP41, you will eventually have to adjust the connection type in VPN 
Tracker.



 

Create a new VPN tunnel for the VPN Tracker client: 

• VPN Tunnel: enabled 

• Tunnel name: an arbritary name for the tunnel (e.g. vpntracker) 

• Local Secure Group: Subnet 

• IP/Mask: the network address and mask of the Linksys LAN subnet 

• Remote Secure Group: Any 

• Remote Security Gateway: Any 

• Key Management: Auto. (IKE) 

• Pre-shared-key: your pre-shared key (e.g. secretkey) 

 

Figure 2: Linksys BEFVP41 – VPN Tunnel 

Step 1 
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Advanced VPN Tunnel settings: 

After step 1 the advanced settings should look like this: 

 

Figure 3: Linksys BEFVP41 – Advanced VPN Tunnel 

Please note: If you’re using a different IPsec proposal than DES, then please 
make sure to adjust the according settings in the Linksys BEFVP41 connection type 
in VPN Tracker. 

Step 2 



 

3.2 VPN Tracker Configuration 

Add a new connection with the following options:  

• Vendor: L inksys 

• Model: L inksys BEFVP41 

 

Figure 4: VPN Tracker - Connection settings 

Step 1 
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Change your Network Settings: 

• VPN Server Address: public IP address of your VPN Gateway (e.g. 
169.1.2.3)  

• Remote Network/Mask: network address and netmask of the remote     

network (eg. 192.168.1.0/255.255.255.0). 

 

Figure 5: VPN Tracker - Network settings 

Please note: In order to access multiple remote networks simultaneously, just 
add them by pressing the Plus-button.1 

                                         

1 For this step VPN Tracker Professional Edition is needed. 

Step 2 
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Change your Authentication Settings: 

Pre-shared key: the same Pre-shared key as in the Linksys BEFVP41 configuration. 

 

Figure 6: VPN Tracker - Authentication settings 

Step 3 
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Identifier Settings: 

• Local Identifier: Local endpoint IP address. 

• Remote Identifier: Remote endpoint IP address. 

 

Figure 7: VPN Tracker - Identifier settings 

Save the connection and Click „Start VPN“ in the VPN Tracker main window. 

You’re done. After 10-20 seconds the red status indicator for the connection should 
change to green, which means you’re securely connected to the Linksys BEFVP41. 
After IPsec has been started, you may quit VPN Tracker. The IPsec service will 
keep running. 

Now to test your connection simply ping a host in the Linksys BEFVP41 network 
from the dialed-in Mac in the “Terminal” utility: 

ping 192.168.1.10 

Step 4 

Step 5 


