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Introduction

This configuration guide helps you configure VPN Tracker
and your D-Link router to establish a VPN connection be-
tween them.

Using the Configuration Guide

Part 1 - VPN Gateway Configuration

The first part of this guide will show you how to configure a VPN tunnel on
your D-Link device.

Conventions Used in This Document

Links to External Websites

Sometimes you will be able to find more information on external websites.
Clicking links to websites will open the website in your web browser:

http://equinux.com

Links to Other Parts of this Guide

A — Link will take you to another place in the configuration guide. Simply
click it if you are reading this guide on your computer.

Tips and Tricks

your device, it can’t replace it. Please read this documentation

: This guide is a supplement to the documentation included with
before starting.

Part 2 - VPN Tracker Configuration

In the second part, this guide will show you how to configure VPN Tracker to
easily connect to your newly created VPN tunnel.

Part 3 - Troubleshooting

Troubleshooting advice can be found in the final part of this guide.

If you are setting up VPN on your device for the first time, we
strongly recommend you keep to the tutorial-style setup in the
first and second part of this document and make modifications
only after you have tested the basic setup.

o

This configuration guide contains lots of great tips. You can eas-

¥ ily spot them by looking for the light bulb icon.

Warnings

This exclamation mark warns you when there is a setting or ac-
tion where you need to take particular care.

Getting Help
VPN Tracker makes VPN simple. However, computer networking and VPNs can
be complex and tricky at times, so we have also built in tools and helpful fea-

tures that will assist you if you ever run into problems. Check out — Trouble-
shooting for more information.
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Prerequisites

Your VPN Gateway

» DFL-200
» DFL-800

» Make sure you have installed the newest firmware version available to en-
sure that you have all security updates and bugfixes.

Your Mac
VPN Tracker runs on Mac OS X 104, 10.5 and 10.6

The configuration described in this guide requires VPN Tracker 6. Make sure
you have all available updates installed. The latest VPN Tracker updates can

always be obtained from http://www.vpntracker.com

Internet

VPN Connection

Mac running
VPN Tracker

Scenario

In our example, we need to connect an employee's Mac to an office network.
The diagram on the bottom of this page illustrates this scenario.

This guide assumes that the Mac running VPN Tracker already has internet
connectivity. The office's D-Link device (the “VPN gateway”) is also already
connected to the Internet and can be accessed through a static IP address or
DNS host name. In our example setup, we will be using a host name:
vpn.example.com.

The VPN gateway has a second network interface which is connected to the
internal office network (LAN). In our example, the office network has the IP
range 192.168.13.0/24 (which is the same as 192.168.13.0/255.255.255.0). This is
the network that will be accessed from the employee’s Mac through the VPN.
It is called the “Remote Network”in VPN Tracker.

D-Link

VPN Gateway

vpn.example.com

Office Network
192.168.1.0 / 255.255.255.0
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Terminology

A VPN connection is often called a “tunnel” (or “VPN tunnel”). Every VPN tunnel
is established between two “endpoints’ In our example one endpoint is VPN
Tracker and the other endpoint is the VPN gateway. Each endpoint is called
the other endpoint’s “peer”.

Please note that for each endpoint, the settings on the other endpoint are
considered to be “remote; while its own settings are considered to be “local’
That means a“local” setting from VPN Tracker’s perspective, is a “remote” set-
ting from the VPN gateway’s perspective, and vice versa.

The sample configuration described in this guide is called a “Host to Network”
configuration: a single computer, called a “Host” establishes a VPN tunnel to an
entire “Network” behind the VPN gateway.



My VPN Gateway Configuration

Throughout this guide, there are certain pieces of information that are needed later on for configuring VPN Tracker. This informa-
tion is marked with red numbers to make it easier to reference it later. You can print out this checklist to help keep track of the
various settings of your D-Link VPN gateway.

Network
@ WAN IP Address: ) ) ) (or DNS host name )
@ LAN Network Address: ) ) ) /

Authentication

® Pre-Shared Key:

Extended Authentication (XAUTH)

@O Username:

® Password:




Task 1 - VPN Gateway Configuration

We will first set up VPN on the D-Link. If you already have
VPN set up, it's helpful to follow along this tutorial to see how
settings on the D-Link fit together with VPN Tracker.

Step 1 - Address Book Entries

» Go to Objects > Address Book > Interface Addresses

» Find the wan1_ip entry in the list and write it down on your — configura-
tion checklist as @

wanl_ip 194.145.236.1 1PAddress of interface wanl

» Find the lannet entry in the list and write it down on your — configuration
checklist as @

2 lannet 192.168.13.0/24 The network on interface lan

Mode Config Entries

VPN clients will be using Mode Config to automatically receive an IP address
to use when connected through VPN. In our setup, we'll be using a pool of
addresses that is independent from the D-Link’s networks for VPN clients.

» Go to Objects > Address Book
» Click Add > IP Address

- IPaddress
Use an IP4 Address item to define a name for a specific IP4 host, network or range.

General User Authentication

#) General L]

Name: ModeConfigAddresses

IP Address: |10,13.95.100 - 10.13.95.199 e.g: "172.16.50.8", "192.168.7.0/24" and "172.16.25.10-172.16.25.50"

#) Comments L]

Comments:

C o« ( Gree )
A 0K ) Cancel

» Name: Enter a name that allows you to recognize the entry later (e.g. Mode-
ConfigAddresses)

» IP Address: Enter the range of IP addresses that should be assigned to your
VPN clients. The IP addresses should come from a private subnet that is not
part of your D-Link’s networks. In our example, we're using 10.13.95.100 -
10.13.95.199

» Click OK to save the entry

For the Mode Config pool, we also need to specify the subnet mask of the
network we've chosen.

» Click Add > IP Address

- IPaddress
Use an IP4 Address item to define a name for a specific IP4 host, network or range.
General User Authentication
# ) General L]
Name: ModeConfigSubnet
IP Address: | 255.255.255.0 ©.9: "172.16.50.8", "192.168.7.0/24" and "172.16.25.10-172.16.25.50"
#) Comments 1)1

Comments:

C o« Y Greel )
{ OK Cancel

» Name: Enter a name that allows you to recognize the entry later (e.g. Mode-
ConfigSubnet)

» IP Address: Enter the subnet mask of the network you have chosen for the
address pool (e.g. 255.255.255.0)

» Click OK to save the entry
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Step 2 - Create a Mode Config Pool
» Go to Objects > VPN Objects > Config Mode Pool
» Click Add > ConfigModePool

-~ ConfigModePool

An IKE Config Mode Pool will dynamically assign the IP address, DNS server, WINS server etc. to the VPN client connecting to this gateway.

# General L

) Use a predefined IPPool Object

IP Pool:

@ Use a Static IP Pool

IP Pool: ModeConfigAddresses v

Netmask: |y odeConfigSubnet |+

# ) Optional )]
DNS: (None)
NBNS/WINS: (None)
DHCP: (None)
Subnets: (None)
#) Comments L)
Comments:
. ok ( cancel )
ok ) canel )

—_—

» Check the box Use a Static IP Pool

» IP Pool: Select the address book entry created in — Step 1

» Netmask: Select the address book entry for the subnet created in — Step 1

» Click OK to save the Mode Config pool

Mode Config pools can also use a reserved pool of addresses
from a DHCP server. However, this limits the available VPN client
addresses to the number of leases available on the DHCP server,
and is more complex. We recommend going with a separate
Mode Config pool first. You can always change to a DHCP server
based address pool once you have everything working.

o
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Step 3 - Add a Pre-Shared Key

» Go to Objects > Authentication Objects
» Click Add > Pre-Shared Key

03 Pre-shared key

PSK (Pre-Shared Key) authentication is based on a shared secret that is known only by the parties involved.

# ) General )]
Name: VPNTrackerPSK
# ) Shared Secret L]

@ Passphrase

Shared Secret: | eeeeeccce 9

Confirm Secret: | ,eeeeesese
() Hexadecimal Key

Passphrase

———
("Generate Random Key )
(2} Since regularwords and phrases are vulnerable to dictionary attacks, do not use them as shared secrets.

#) Comments L]

Comments:

C ok D cancel )
OK Cancel

» Name: Enter a name for the pre-shared key object (e.g. VPNTrackerPSK)

» Select Passphrase

» Shared Secret: Enter a password key for the connection and confirm it ©
» Click OK



Step 4 - Add an IPsec Interface

» Go to Interfaces > IPsec

» Click Add > IPsec Tunnel

General Authentication XAuth Routing IKE Settings Keep-alive Advanced
#) General L)
Name: VPNTracker
Local Network: et e
Remote Network: [ o -
Remote Endpoint: [ 3
Encapsulation Mode: [, 3
IKE Config Mode: | configModepool v
#) Algorithms L)
IKE Algorithms: High 3
IKE Life Time 28800 seconds
IPsec Algorithms: High 3
IPsec Life Time 3600 seconds
IPsec Life Time 0 kilobytes

» Name: Enter a name for your tunnel (e.g. VPNTracker)
» Local Network: Select lannet

» Remote Network: Select all-nets

» Remote Endpoint: Select all-nets

» Encapsulation Mode: Select Tunnel

» IKE Config Mode: Select Static (ConfigModePool)

» IKE Algorithms: Select High

» IKE Life Time: We'll be using the default lifetime of 28800 sec. If you ever
decide to change this, you'll also need to modify the phase 1 lifetime in VPN
Tracker

» IPsec Algorithms: Select High
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» IPsec Life Time (seconds): We'll be using the default lifetime of 3600 sec. If
you ever decide to change this, you'll also need to modify the phase 2 life-
time in VPN Tracker

» IPsec Life Time (kilobytes): The lifetime in kilobytes must be set to 0

Authentication

General Authentication XAuth Routing IKE Settings Keep-alive Advanced
# Authentication L]
() X.509 Certfficate
Root Certificate(s): Available Selected
AdminCert
>>
<<
Gateway Certificate: § 3
Identfication List: 3
@ Pre-shared Key
RS andiey VPNTrackerPSK v
Local ID Type: Astn 3

Local ID Value:

» Select Pre-shared Key
» Select the pre-shared key you created in — Step 3
» Local ID Type: Select Auto

XAUTH

General Authentication XAuth Routing IKE Settings Keep-alive Advanced

#7 IKE XAuth %

o Ooff
® Require IKE XAuth user authentication for inbound IPsec tunnels

() Pass usemame and password to peer via IKE XAuth, f the remote gateway requires it.

Usemame:
Password:

Confirm Password:



» Select Require IKE Xauth user authentication for inbound IPsec tunnels

Routing

General Authentication XAuth Routing IKE Settings Keep-alive Advanced

# ) Automatic Routing B

] Allow DHCP over IPsec from single-host clients

@ Dynamically add route to the remote network when a tunnel is established

# ) Packet Sizes L]

Speciy the size at which to fragment plaintext packets (rather than fragmenting IPsec).
Plaintext MTU: [ 1429

#) IP Addresses B

IP address to use as source IP of the tunnel
® Automatically pick the address of a local interface that corresponds to the local net
0 Specify address manually:

IP Address: | 3

» Automatic Routing: Check Dynamically add route to the remote network
when a tunnel is established

» Use the defaults for the remaining settings

General Authentication XAuth Routing IKE Settings Keep-alive Advanced

47 IKE 51
@ Main DH Group
0 Aggressive 2 v

#) Perfect Forward Secrecy L]
PFS DH Group
None v 2 v

# ) Security Association )]
@ PerNet
O PerHost
O PerPort

# ) NAT Traversal L]
o off
@ On if supported and NATed
O On i supported

# ) Dead Peer Detection )]

@ Dead Peer Detection

IKE Settings
» We will be using the default IKE settings as shown in the screenshot

» If you make any changes here, you will need to modify the settings in VPN
Tracker’s Advanced tab to match them

Keep-Alive

General Authentication XAuth Routing IKE Settings Keep-alive Advanced

#) Keep-alive B

IPsac keep-alives makes sure that an IPsec tunnel sta at all times by sending ICMP pings through the tunnel and re-establishing it i
necessary. Note that this will only work on LAN to LAN tunnels, i.e. where the remote gateway is a single IP address.

@ Disabled
0 Auto
O Manually configured IP addresses

Source IP Address:

Destination IP Address: [,

» We will be using the default keep-alive settings as shown in the screenshot

Advanced

General Authentication XAuth Routing IKE Settings Keep-alive Advanced

# ) Automatic Route Creation L)

Automatically add route for remote network.
() Add route for remote network

Route Metric: 90

» Uncheck the box Add route for remote network

Double-check this step. If you do not uncheck this box, you will
cut off your D-Link from the network.

A\

» Click OK to save the IPsec tunnel
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Step 5 - Add an XAUTH User

» Go to User Authentication > Local User Databases

» Click Add > Local User Database
Local User Database

A local user database contains user ts used for

#) General L

Name: VPNTrackerUsers

#/ Comments 5

Comments:

{ OK Cancel

» Name: Enter a name for the user database
» Click OK to save the database
» Click Add > User

. User

User credentials may be used in User Authentication Rules, which in tum are used in e.g. PPP, IPsec XAuth, Web Authentication, etc

General SSH Public Key
#) General 5]
Usemame: alice
Password:

Confirm Password:

Groups:

(1) Comma separated list of groups
Users that are members of the 'administrators’ group are allowed to change the firewall configuration.

Users that are members of the "auditors’ group are only allowed to view the firewall configuration.

("Add administrators )(___Add auditors

# ) Per-user PPTP/L2TP IP Configuration )]

Static Client IP Address: (None) v

Networks behind user: (None) v

Metric for networks:

» Username: Enter a name for the user and write it down as ©
» Password: Enter a password for the user and confirm it ®
» Click OK to add the user
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Step 6 — Add a User Authentication Rule

» Go to User Authentication > User Authentication Rules

» Click Add > User Authentication Rule

General
General Log Settings Authentication Options Accounting HTTP(s) Agent Options £E0 foent Options Regirictions
# General -

Name: VPNTracker

Agent: XAuth N
Authentication Source: [\ M
Interface: (None) i
Originator IP: all-nets M

(£) For XAuth and PPP, this is the tunnel onginator IP.

Terminator IP: (o) 7

» Name: Enter a name for the authentication rule (e.g. VPN Tracker)
» Agent: Select XAUTH

» Authentication Source: Select Local

» Originator IP: Select all-nets

Authentication Options

General Log Settings Authentication Options Accounting HTTP(s) Agent Options PPP Agent Options Restrictions
#) General L)

Select one or more authentication servers. Also select the authentication method, which is used for encrypting the user password.
Radius Server(s): Available Selected

>>

<<

T T
Radius Method: Unencrypted passwor ¥
Lzl s VPNTrackerUsers
C ok Y[ cancel )
OK ) ( Cancel

» Local User DB: Select the database fom — Step 5 (e.g. VPNTrackerUsers)

» All other settings are left at their default values.
» Click OK to add the authentication rule



Step 7 - Add an Access Rule

» Go to Rules > IP Rules

» Click Add > IP Rule Folder

» Service: Select the services that VPN users are allowed to access. In most
cases, all_tcpudpicmp will be a suitable choice

» Address Filter

» Source Interface: Select the IPsec tunnel interface created in — Step 4

IP Rule Folder
/g An IP Rule folder can be used to group IP Rules into logical groups for better overview and simplified management. (e.g. VP NTraCke I’)
%) General 5 » Source Network: Select the address book entry for your Mode Config IP
e o addresses (e.g. ModeConfigAddresses)
# ) Comments % . H H
p— » Destination Interface: Select the lan interface
» Destination Network: Select the lannet network
e » Click OK to add the IP rule
{ OK { Cancel
» Name: Enter a name for the folder (e.g. VPNTracker)
» Click OK to add the new folder
» Click Add > IP Rule
g IP Rule
An IP rule specifies what action to perform on network traffic that matches the specified filter criteria.
General Log Settings NAT SAT SAT SLB Multiplex SAT
#) General )]
Name: VPNTracker
Action: Allow v
Saraca: all_tcpudpicmp v
Schedule: (None) v
# ) Address Filter )]
Specify source interface and source network, together with interface and network. All have to match for the rule to match.
Source Destination
Interfae: VPNTracker vl len v
Network: ModeConfighddresses v Jannet v
#) Comments )] . .
Comments: Before being able to use your newly set up VPN tunnel, you will
A need to activate the configuration on the device: Click Configu-
ration > Save and Activate, then follow the prompts to save
C o )G ) and activate your configuration. Ho & Conf

» Name: Enter a name for the IP rule (e.g. VPNTracker)

» Action: Select Allow

) Discard Changes
w_

DFL-800
£ System’

<] View Changes
[_

14



Task 2 - VPN Tracker Configuration

After finishing task 1, you should now have a completed
— configuration checklist containing your device’s settings.
We will now create a matching configuration in VPN Tracker.

Step 1 - Add a Connection

Open VPN Tracker, and click the plus button in the bottom left corner of the
window to add a new connection:

¥ Secure Desktops

E Secure Desktop

© O O VPN Tracker 6 » Enter a name for the connection that will

let you recognize it later, e.g.“Office”

» Select D-Link from the list of vendors,
then select your device

» Click Create to add the new connection

TO get Sta i

Connection Name: Office

Asante
Astaro

AVM

Check Point
Cisco

4 DFL-200
b
b
b
b

Clavister '
b
r
b
b
b

m

Collax

D-Link

DrayTek

equinux

F-Secure v

Configuration Guide...

[ Use custom device profile

Select this option if your device is not in the list, or if you would like to modify expert settings.

@ (C

Cancel ) ( Create )
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Step 2 - Configure the VPN Connection

Once you have added the new connections, there are a few settings that need
to be customized to match what is configured on your D-Link.

Basic Advanced Actions Export Log
=
I I VPN to D-Link DFL-800
e ——

Connection based on &) D-Link DFL-800

£) Configuration Guide
VPN Gateway vpn.example.com @)
Network Configuration [ Mode Config v ]
Topology [ Host to Network #]
[+ Remote Networks  192.168.13.0 / 24 @

Authentication [ Pre-shared key #] £ Pre-shared key not saved

Extended Authentication (XAUTH) [ Always :] £ Username and password not saved
Identifiers
Local | Local Endpoint IP Address ad
Remote | Remote Endpoint IP Address ™

DNS [_] Use Remote DNS Server

VPN Gateway
Enter your D-Link’s WAN IP address or hostname ©@

Remote Networks
Enter your D-Link’s LAN network @



Task 3 — Test the VPN Connection

This section explains how to start and test your VPN connec-
tion.

It's time to go out!

You will not be able to test and use your VPN connection from within the in-
ternal network that you want to connect to. In order to test your connection,
you will need to connect from a different location. For example, if you are set-
ting up a VPN connection to your office, test it from home. If you are setting
up a VPN connection to your home network, test it from an Internet cafe, or
go visit a friend.

Start your connection

© O O VPN Tracker 6

¥ Secure Desktops

E Secure Desktop

¥ My Connections

@ Office

» Connect to the Internet

» Make sure that your Internet connection is
working — open your Internet browser and try

to connect to http://www.equinux.com
» Open VPN Tracker if it's not already running

» Slide the On/Off slider for the connection you
have just configured to On

16

When prompted for your pre-shared key:

Pre-Shared Key Authentication

Please enter the pre-shared key to establish
the connection "Office".

This dialog will automatically cancel in 27 seconds.

") Show pre-shared key

Pre-shared Key:

@Store in Keychain

\i\ (" cCancel ) ( oK )

» Pre-shared key: Enter the pre-shared key that you configured on the VPN
gateway ©

» Optional: Check the box Store in Keychain to save the password in your
keychain so you are not asked for it again when connecting the next time

» Click OK
When prompted for your Extended Authentication (XAUTH) credentials:

Extended Authentication (XAUTH)

Please enter the XAUTH credentials to
establish the connection "Office".

This dialog will automatically cancel in 16 seconds.

User Name:  alice e
Password: sssssscssccssassad é]
1 Show typing
"] Store in Keychain
| %, | ( cancel ) ( OK )

» User Name: Enter the name of the user you have added on the device ®
» Password: Enter the password for the user ®

v

Optional: Check the box Store in Keychain to save the password in your
keychain so you are not asked for it again when connecting the next time

Click OK

v
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™ O O VPN Tracker 6

¥ Secure Desktops

E Secure Desktop

¥ My Connections 2

% Office @l on”

Out:
2d 336 Byte/s
1.4 KB 10.8 KB
Max Speed: 304 Byte/s 1.0 KB/s

» If the slider goes back to Off after starting the connection, or after entering
your pre-shared key or your XAUTH credentials, please read the — Trouble-
shooting section of this document

» If the slider goes to On and turns green after a while, you have successfully
established a connection

» Congratulations!

17



Troubleshooting

In most cases, your connection should work fine if you follow
the instructions above. If you cannot connect, please read on.

VPN Connection Fails to Establish

On/Off Slider goes back to “Off” right away

If the slider goes back to “Off” right away, please make sure you have entered
all the required information. VPN Tracker will highlight fields that are missing
or obviously incorrect information.

On/Off Slider goes back to “Off” after a while

If the connection ON/OFF slider goes back to “OFF” a while after attempting to
start the connection, please go to the “Log” tab to get more information about
the error (or click the warning triangle to be automatically taken to the “Log”
tab). VPN Tracker will display detailed suggestions for a solution:

™ O O VPN Tracker 6

¥ Secure Desktops

@ Secure Desktop

¥ My Connections £ 24

;‘5 Office

'V 2009/08/21 - 16:19:57  Not Connected

16:19:57 Connection Start Requested
16:19:57 Starting Connection
16:20:06 VPN Gateway Unreachable

‘The VPN gateway cannot be contacted.

« Make su

onnection

ime (e.g. vpn.example.com) instead of an IP address (e.g.

red your VPN gateway as a h
)

+ Check the host name you entered to make sure it is not mistyped
« Make sure a DNS server is configured on your Mac and the host name can be looked up using this DNS
16:20:06 About to Stop Connection (Error)

16:20:06 Stopping Connection (Error)

16:20:06 Not Connected
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No Access to the Remote Network

If the connection slider goes to ON and turns green, but you cannot access
resources (servers, email, etc.) in the VPN, please check the following points.

Connect to an IP address (instead of a host name)

If you are not connecting to the resource by IP address (e.g. 192.168.13.42), but
are using a host name (e.g. server.example.com), please try using the re-
source’s IP address instead. If the connection works when using the IP address,
but not when using a host name, please make sure that your Mac’s DNS
server or the “Remote DNS” server that you have configured in VPN Tracker is
able to resolve this host name to an IP address.

Test VPN Availability again

In many networks your Mac will be behind a router that performs Network
Address Translation (NAT). For a VPN connection to be established through
such a router, VPN Tracker can use different methods, but not all of them may
be supported by your local router or your VPN gateway.

VPN Tracker automatically runs a test to detect the proper method for your
particular Internet connection when you first connect using this Internet con-
nection. However, test results could become outdated by changes to the local
router, so it is a good idea to test again if there are problems.

» Select“Tools > Test VPN Availability” from the menu
» Click“Test Again”and wait until the test has completed
» Try connecting again

Check that the IP address you are connecting to is part of
the network(s) permitted for VPN Access
Check that the IP address you are connecting to is actually part of the remote

network(s) in VPN Tracker, and make sure this network matches the Local
Network configured for the IPsec tunnel interface on the D-Link, and make

sure you have completed — Step 7 to add an appropriate access rule.



Further Questions?

You can find the latest news and compatibility information on our support
and FAQ website:

http://www.equinux.com/support

If you need to contact equinux Technical Support

If you can't resolve your issue with the information available on our website or
in this guide and would like to contact Technical Support through our web-
site, please be sure to include at least the following information:

» The manufacturer and model and firmware revision of the VPN gateway

» ATechnical Support Report from VPN Tracker (Help > Generate Technical
Support Report)

» Screenshots of what you have configured on your VPN gateway, in particu-
lar all VPN-related settings

» A description of the problem and the troubleshooting steps you have
taken
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