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Introduction

This document describes how VPN Tracker can be used to establish a connection between a Mac
running Mac OS X and a SonicWALL VPN gateway.

Note This documentation is only a supplement to, not a replacement for, the instructions that have been included with your
SonicWALL device. Please be sure to read those instructions and understand them before starting.

SonicWALL Configuration

The first part of this document will show you how to configure a VPN tunnel on a SonicWALL that has not yet been configured for
VPN. The configuration described is just one example for such a setup. It is not the only known working configuration, and also may
not be suitable for all situations. However, it is a configuration which quickly provides you with a ready-to-use VPN tunnel, and it is
still flexible enough to be easily extended if your VPN requirements grow in the future.

Advanced Users  While the instructions in this document describe how to set up VPN on your SonicWALL from scratch, they
also apply if you are configuring VPN Tracker for your existing SonicWALL VPN setup. In this case, we
recommend you follow the instructions to understand how the SonicWALL settings relate to the VPN Tracker
settings, adapting the settings in VPN Tracker to your setup, if necessary.

VPN Tracker Configuration

In the second part, this document will show you how to configure VPN Tracker to easily connect to your newly created VPN tunnel.



Important Prerequisites

Your SonicWALL

SonicWALL Simple Client Provisioning with VPN Tracker is available on the following devices and minimum SonicOS versions:

NSA Series PRO Series

» all models » PRO 2040

E-Class NSA Series » PRO 3060

» all models » PRO 4060

TZ Series » PRO 4100

» TZ 100,TZ 200, TZ 210 » PRO 5060

» TZ 180 with SonicOS Standard 3.9' or SonicOS Enhanced 4.0 PRO series devices require SonicOS Enhanced 4.0 or higher.

» TZ 190 with SonicOS Enhanced 4.0

If your device is not listed, please refer to the documentation available at http://www.vpntracker.com/interop for information on how
to configure your SonicWALL and VPN Tracker without SonicWALL Simple Client Provisioning.

Note More devices may support SonicWALL Simple Client Provisioning with VPN Tracker through future SonicOS updates. Be sure
to check the VPN Tracker website for the most recent compatibility information.

T A separate document is available for SonicOS Standard at http://www.vpntracker.com/interop
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Your Mac
» VPN Tracker runs on Mac OS X 104, 10.5 and 10.6

» The configuration described in this guide requires VPN Tracker 6 or higher. Make sure to use a recent VPN Tracker version, if
possible. The latest VPN Tracker release can always be obtained from http://www.vpntracker.com

» To use SonicWALL Simple Client Provisioning, you will need a Professional Edition license for VPN Tracker. If you have a Personal
Edition license, please refer to the documentation available at http://www.vpntracker.com/interop for information on how to
configure your SonicWALL and VPN Tracker without SonicWALL Simple Client Provisioning.

Tip  To easily upgrade your existing VPN Tracker Personal Edition licenses to VPN Tracker Professional Edition, use the equinux
License Manager at http://my.equinux.com.
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Scenario

In our example, we need to connect an employee's Mac to an office network. The following diagram illustrates this scenario:

Internet

[l VPN Connection
= o]

— : — =
— “r

§‘¢

SonicWALL

VPN Tracker VPN Gateway 192.168.13.0 / 255.255.255.0
vpn.example.com

Mac running Office Network

This guide assumes that the Mac running VPN Tracker already has internet connectivity. The office's SonicWALL (the “VPN Gateway”)
is also already connected to the Internet and can be accessed through a static IP address or DNS host name. In our example setup,
we will be using a host name: vpn.example.com.

The SonicWALL has a second network interface which is connected to the internal office network (LAN). In our example, the office
network has the IP range 192.168.13.0/24 (which is the same as 192.168.13.0/255.255.255.0). This is the network that will be accessed
from the employee’s Mac through the VPN. It is called the “Remote Network”in VPN Tracker.



Terminology

A VPN connection is often called a“tunnel” (or “VPN tunnel”). Every VPN tunnel is established between two “endpoints” In our
example one endpoint is VPN Tracker and the other endpoint is the VPN gateway.

Please note that for each endpoint, the settings on the other endpoint are considered to be “remote’ while its own settings are
considered to be “local’ That means a “local” setting from VPN Tracker’s perspective, is a “remote” setting from the VPN gateway’s
perspective, and vice versa.

The sample configuration described in this guide is called a “Host to Network” configuration: A single computer, called a “Host”
establishes a VPN tunnel to an entire “Network” behind the VPN gateway.



Task 1 — Configure your SonicWALL

This section describes how to set up your SonicWALL's VPN. If you do not yet have VPN configured and
in use on your device, please proceed exactly as described in this section. If you already have VPN in use
on your device, adapt the following steps to your specific situation, if necessary.

Note Make sure you have a current backup of your SonicWALL's configuration before making any changes.

Step 1 - Enable VPN on your SonicWALL

SONICWALL . » Access your SonicWALL's administration
G interface

COMPREHENSIVE INTERNET SECURITY

Network VPN > Settings VPN Policy Wizard... Apply Cancal [2 .
T ke | » Go to the “VPN“ section
Wireless VPN Global Settings

—soreront___ | ("t enapie ve ) » Check the box “Enable VPN”

Firewall

Unique Firewall Identifier: 0017CS0BE8B23

» Check the “Enable” box for the WAN Group

VPN Policies tems 1 ©2(of2) ] [ [J

& sotings VPN policy
B Advanced " # Name Gateway Destinations Crypto Suite Enable Configure
B8 DHCP over VPN 1 WAN GroupVPN ESP: 3DESIHMAC SHA (IKE) “ Vie » Click ”Apply"
il L2TP Server

2 WLAN GroupVPN ESP: 3DESHMAC SHAT (IKE) =] B

Add... Delete Delete All

Site To Site Policies: 0 Policies Defined, 0 Policies Enabled, 10 Maximum Policies Allowed
GroupVPN Paolicies: 2 Policies Defined, 1 Policies Enabled, 8 Maximum Policies Allowed

Currently Active VPN Tunnels ltems 0 100(0f0) [] ] [> []
psors # Name Local Remote Gateway
Security Services
No Entries

= |
Wizards

Help No Active VPN Tunnels
Logout

Status: The configuration has been updated.



Step 2 - Check your GroupVPN Policy Settings

To check the policy settings, click the “Configure”icon for the GroupVPN policy:

Enable Configure

v (®)re |

General Settings

T e T I Authentication Method: Select IKE using Preshared
Security Policy Secret
Authentication Method: ( (ke using preshares secrer B)) » Shared Secret: Enter a password for the connection @
MName: WAN GroupVPN
Shared Secret: password1234 0

Note If you will not be using a“Simple Key” connection (see Client tab), make sure to remember the password you entered for
the Shared Secret, as you will need it in VPN Tracker later on.

11



Proposals Settings

12

» Leave the default proposal settings in place

» If required, it is possible to change these settings,
however, we strongly recommend to initially set up the
connection using these default settings.

» Check the box “Require Authentication of VPN Clients
via XAUTH"

» User Group for XAUTH users: Select “Trusted Users”



Client Settings

Client

User Name and Password Caching

Cache XAUTH User Name and Password on Client: | Never ¥

Client Ci tions

Virtual Adapter settings: C DHCP Lease or Manual Configuratic -4

-

)

Allow Connections to: | Split Tunnels

a

| SetDefault Route as this Gateway

| Require Global Security Client for this ConnectloD

Client Initial Provisioning

Kﬁ Use Default Key for Simple Client Provisioning )
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» Virtual Adapter Settings: Select “DHCP Lease or Manual
Configuration”

» Make sure “Require Global Security Client for this
Connection”is unchecked

» Simple Key (optional): Check the box “Use Default Key
for Simple Client Provisioning” to use a special built-in
key for encrypting the initial connection from VPN Tracker
to the SonicWALL. The pre-shared key @ will be
automatically exchanged over this initial connection,
therefore it is not necessary to enter the pre-shared key in
VPN Tracker.

» Click “OK” to save any changes you made to the GroupVPN
policy



Step 3 - Configure DHCP over VPN

H an n
so"!cwn[l B COMPREHENSIVE INTERNET SECUR| } GO to the SeCtIon VPN > DHCP over VPN
System » Select “Central Gateway” from the popup list
Network VPN > DHCP over VPN » Click “Configure...”
PC Card
Wireless DHCP over VPN
SonicPoint
Firewall C Central Gateway | ¢] Gu"lﬁg..l'al)
VoIP
VPN Current DHCP over VPN Leases
o s
@ Advanced There are currently no leases.

& DHCP over VPN
8 L2TP Server

Delete All

Current Dynamic: 0. Current Static: 0. Total: 0.

» Check the box“Use Internal DHCP Server”

DHCP Relay
R » Check the box “For Global VPN Client”
( il ForGobaIVPNCIenD » Click"OK"

! For Remote Firewall

| Send DHCP requests to the server addresses listed below

Advanced Users It is also possible to relay DHCP requests to an external
DHCP server (e.g. a Mac running Mac OS X Server). When
using an external DHCP server,“Step 4 — Check your DHCP

ReleyFAGEsR GREnE 0000 Server Settings”is not required. It is important that the
Ready DHCP lease time is larger than the GroupVPN policy’s
oKl Cancel Help phase 2 lifetime.
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Step 4 - Check your DHCP Server Settings

SONICWALL™

B Interfaces

[ Switch Ports

[ WAN Failover & LB
B Zones

B DNS

5 Address Objects
# Routing

8 NAT Policles

B ARP

& DHCP Server

8% IP Helper [~ ]

 PC Card

Wireless
SonicPoint
Firewall
VoIP
VPN
Users
Security Services

DHCP Server Lease Scopes

View Style: (<) All () Dynamic () Static

COMPREHENSIVE INTERNET SECURITY

DHCP Server Settings

v/ Enable DHCP Server

' Enable Conflict Detection

Items 1 mE{nfE)mq |

B # Type Lease Scope ¥ Interface Details Enable Configure
1  Dynamic Range: 172.16.31.2 - 172.16.31.254 WLAN 0O WH
[12 Dynamic  Range:192.168.13.100-192.168.13.189 LAN ¥ WH

Current DHCP Leases

B # 1P Address ¥
There are currently no leases.

Log
Wizards

Help
Logout

Delete

Ethernet Address

Current: 0. Available Dynamic: 100. Available Static: 0. Total: 100.

Status: The configuration has been updated.

Items 0

00 (f 0k g [ []

Type Delete

Delete All

» Go to the section “Network > DHCP Server”

» Make sure the box “Enable DHCP Server” is
checked

» Make sure you have a range of IP addresses
defined and enabled for the LAN interface



Step 5 - Add a VPN User

SONICWALL> » Go to the section “Users > Local Users”
System H " "
e ? Clck“Add User..

PC Card

e Local Users " e R

SonicPoint

Firewall BOos Name CFS Policy Guest Services Admin VPN Access  Configure
VolP No Entries

| _Adduser J) |

Settings

[ oeines e ] venaceess [N > Name: Enter a user name @

User Settings

» Password: Enter a password ©

N - N .

e bo 2] » Confirm Password: Enter the same password again ©
Password: sssessssnsss 6_
Confirm Password: sssnssssnnss| 6

! User must change password

Comment:
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Groups

» Make sure the new user is a member of the “Trusted Users”
. group. This is the same group which you have earlier set as the
Group Memberships .
group that XAUTH users are required to belong to
User Groups: Member Of: C . P
— » Add the new user by clicking “OK
Content Filtering Bypass Everyone
Guest Services Trusted Users
Limited Administrators

SonicWALL Administrators
SonicWALL Read-Only Admins

Add All | =

<- | Ramuve.hlﬂ

Tip  To add more users for your VPN connection later, simply repeat “Step 5 — Add a VPN User”
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Step 6 - Configuring VPN Access Lists

The VPN Client Access Networks determine the networks that the user can access through VPN. It is possible to configure the
VPN Access Control List individually for each user, or for the entire group. We will be configuring the VPN Access List for the entire
“Trusted Users” group, to which the user added in” Step 5 — Add a VPN User” belongs.

SONICWALL® e oo » Go to the “Users > Local Groups” section on your
[ == ] SonicWALL
=
—opeon o » Click the “Configure” button for the “Trusted
—reess | Local Groups ltems 1 {07 (of7) (]  [> [] "
SonicPoint Users group
Firewall ® B Name CFS Policy  Guest Services Admin VPN Access  Configure
VoIP 1 Everyone &
2 GuestServices 4 i
o Sius 3 Trusted Users @
s Setiings [*14 Content Filtering Bypass Filters bypassed &
B Local Users (5 Limited Administrators. Lt &
: ;:::llm:i; 216 SonicWALL Administrators Full &
B GuestAccounts 7 SonicWALL Read-Only Admins Ra-Cnly 30
5 Gueststaus
Add Group... Delete

_m » Access List: Add the desired networks. In most cases,

“Firewalled Subnets” will be a good choice
» Click "OK”

VPN Client Access Networks

Networks: Access List:

Default SonicPoint ACL Allow Group  + Firewalled Subnets
Default SonicPoint ACL Deny Group

DMZ Interface IP

DMZ Subnets

Cuest Authentication Servers

LAN Interface IP

LAN Subnets -

- | <- | Remove All |
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Tip  If you would rather configure the VPN Access Control List for each individual user, simply edit each user’s VPN Access
settings instead of the group’s.
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Task 2 — Configure VPN Tracker

This section describes how to configure VPN Tracker to connect to your SonicWALL.

Step 1 - Create a New Connection

M O O VPN Tracker 6

¥ Secure Desktops

E Secure Desktop

To get started, click “+"
below.

Connection Name: [ Office

Netgear » > PRO 300
Netopia P PRO 3060
Nokia P PRO 330
Novell P PRO 4060
PGP [ PRO 4100
Pyramid ’ PRO 5060
Secure Computing » [T]SOHO TZW
SnapGear P SOHO2
SonicWALL » | SOHO3
WatchGuard i~ a TELE3
ZyXEL v TELE3 SP

"1 Use custom device profile

Q)

~ SonicOS Enhanced
SonicOS Enhanced < 4.0

>
P
P
P

Configuration Guide...

Select this option if your device is not in the list, or if you would like to modify expert settings.

Cancel ) E—Gr!zt!—)
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» Start VPN Tracker

» Click the “+" button in the main window

You will be asked to select a device profile for the new
connection:

» Select “SonicWALL" from the list
» Select your device from the list of SonicWALL devices

» If your device has more than one SonicOS revision
available, be sure to select the correct SonicOS revision

» Connection Name: Choose a name for your
connection (e.g.“Office”)

» Click “OK”



Step 2 - Configure the VPN Connection

To complete this step, you will need to know your SonicWALL's public IP address or DNS host name. If you did not set up the
SonicWALL yourself, the SonicWALL's administrator will be able to tell you its public IP address or host name.

Basic

- ——

Connection based on

Advanced  Actions Export Log

|
| Office

[E—

£ SonicWALL PRO 4060 (SonicOS Enhanced)
£ Configuration Guide

(VPN Gateway

vpn.example.com)

( Network Configuration

Authentication

Extended Authentication (XAUTH)

DNS

| simple Client Provisioning % | )
[ Pre-shared key #] ) Pre-shared key not saved
[ When requested :] ) Username and password not saved

[} Use Remote DNS Server

21

» VPN Gateway: Enter your SonicWALL's public IP
address or its host name (in this example, we are

using the host name “vpn.example.com”)

» Network Configuration: Select “Simple Client

Provisioning”



Task 3 — Test the VPN Connection

This section explains how to start and test your VPN connection.

It's time to go out!

You will not be able to test and use your VPN connection from within the internal network that you want to connect to. In order to
test your connection, you will need to connect from a different location. For example, if you are setting up a VPN connection to your
office, test it from home. If you are setting up a VPN connection to your home network, test it from an Internet cafe, or go visit a
friend.

Start your connection

» Connect to the Internet
® O O VPN Tracker 6

St S » Make sure that your Internet connection is working — open your Internet browser and try to
] secure escop connect to http://www.equinux.com

¥ My Connections

@i one » Start VPN Tracker if it’s not already running

» Slide the On/Off slider for the connection you have just configured to On

22
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If you are prompted for your pre-shared key:

T » Pre-shared key: Enter the pre-shared secret that you configured on the

SonicWALL @. If you did not configure your SonicWALL yourself, your
Please enter the pre-shared key to establish . , .. .
the connection "Office". SonicWALL's administrator will be able to tell you the pre-shared key.
WG i Tl e/ T » Optionally, check the box “Store in Keychain” to save the password in
Pre-shared Key: [oceceeecd 0] your k‘eycham so you are not asked for it again when connecting the
[ Show pre-shared key next time
¥ Store in Keychain » Click “OK"
| %, | (" Cancel ) ( OK )

If you are prompted for your Extended Authentication (XAUTH) credentials:

Extended Authentication (XAUTH) » User Name: Enter the name of the user configured on the SonicWALL @

Please enter the XAUTH credentials to » Password: Enter the password for this user ©

establish the connection "Office".
» If you did not configure your SonicWALL yourself, your SonicWALL's
administrator will be able to tell you your user name and password.

This dialog will automatically cancel in 16 seconds.

User N. 2 li . . -
Pser a:e [a'ce | % » Optionally, check the box “Store in Keychain” to save the user name and
assword: ®sccsscssscsecsnne . . i .
password in your keychain so you are not asked for it again when
[ Show typing

connecting the next time
» Click “OK”

[ Store in Keychain

[ %€, | (" Cancel ) ( oK )
T ————

23



» If the slider goes back to Off after starting the connection, or after entering your
) VPNTracker6 y ° 9y

pre-shared key or your XAUTH credentials, please read the Troubleshooting section
¥ Secure Desktops

of this document
» If the slider goes to On and turns green after a while, you have successfully

e established a connection

% Office

Congratulations!

Out:
336 Byte/s
10.8 KB
Max Speed: 304 Byte/s 1.0 KB/s
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Troubleshooting

In most cases, your connection should work fine if you follow the instructions above. If you cannot

connect, please read on.

VPN Connection Fails to Establish

On/Off Slider goes back to “Off” right away

If the slider goes back to “Off” right away, please make sure you have entered all the required information. VPN Tracker will highlight

fields that are missing information.

On/Off Slider goes back to “Off” after a while

If the connection ON/OFF slider goes back to “OFF”a while after
attempting to start the connection, please go to the “Log” tab to
get more information about the error (or click the warning triangle
to be automatically taken to the “Log” tab).

Depending on the actual problem, VPN Tracker will display detailed
suggestions for a solution.
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® O O VPN Tracker 6

¥ Secure Desktops

g Secure Desktop

¥ My Connections

'V 2009/08/21 - 16:19:57  Not Connected

16:19:57 Connection Start Requested
16:19:57 Starting Connection

16:20:06 VPN Gatey

The VPN g
 Make su g Internet connect tion

If you entered your VPN gateway as a host name (e.g. vpn.example.com) instead of an IP address (e.g.
10.23.42.1)

« Check the host name you entered to make sure it is not mistyped
« Make sure a DI v st na

2 DNS server is configured on your Mac and the host name can be looked up using this DNS

16:20:06 About to Stop Connection (Error)

16:20:06 Stopping Connection (Error)

16:20:06 Not Connected



No Access to the Remote Network

If the connection slider goes to ON and turns green, but you cannot access resources (servers, email, etc.) in the VPN, please check
the following points.

Connect to an IP address (instead of a host name)

If you are not connecting to the resource by IP address (e.g. 192.168.1.42), but are using a host name (e.g. server.example.com), please
try using the resource’s IP address instead. If the connection works when using the IP address, but not when using a host name,

please make sure that your Mac’s DNS server or the “Remote DNS” server that you have configured in VPN Tracker is able to resolve
this host name to an IP address.

Test VPN Availability again

In many networks your Mac will be behind a router that performs Network Address Translation (NAT). For a VPN connection to be
established through such a router, VPN Tracker can use different methods, but not all of them may be supported by your local router
or your VPN gateway.

VPN Tracker automatically runs a test to detect the proper method for your particular Internet connection when you first connect
using this Internet connection. However, test results could become outdated by changes to the local router, so it is a good idea to
test again if there are problems.

» Select “Tools > Test VPN Availability” from the menu
» Click “Test Again” and wait until the test has completed

» Try connecting again
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Further Questions?

You can find the latest news and compatibility information on our support and FAQ website:

http://www.equinux.com/support

If you need to contact equinux Technical Support

If you can't resolve your issue with the information available on our website or in this guide and would like to contact Technical
Support through our website, please be sure to include at least the following information:

» The manufacturer and model and firmware revision of the VPN gateway
» A Technical Support Report from VPN Tracker (Help > Generate Technical Support Report)
» Screenshots of what you have configured on your VPN gateway, in particular all VPN settings

» A detailed description of the problem and the troubleshooting steps you have taken

27
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Configuring Remote DNS

In many organizations, the host names of internal resources such as mail servers, internal websites, file
servers etc. can only be looked up when using the internal name servers (DNS servers) of the
organization. If you would like to access such resources by host names (e.g. intranet.example.com)
instead of IP addresses, you should set up Remote DNS.

Distributing Remote DNS Settings through DHCP
We recommend setting up your SonicWALL to distribute the DNS settings to VPN Tracker through DHCP.

SONICWALL> ; » Go to the section “Network > DHCP
System Server” on your SonicWALL

Network Network > DHCP Server Apply Cancel | ? . . .
— = » Click the configuration button for the
in IcCes -
2 Swich Ports DHCP Server Settings DHCP range configured for your LAN
[ WAN Fallover & LB ™ Enable DHCP Server
M/ Zone W Enable Conflict Detection
fi= DNS
B8 Address Objects ltems 1 t02(0f2)
B Routing DHCP Server Lease Scopes B 0]
B2 NAT Policles View Style: (Al ) Dynamic () Static
s ARP
& DHCP Server B # Type Lease Scope ¥ Interface Detalls Enable Configure
Bs IP Helper -] o1 oynamic Range: 172.16.31.2 - 172.16.31.254 WLAN 0 WF

PC Card 0z Dynamic Range: 192.168.13.100-192.168.13.199 LAN ™ [ §
Wireless
SonicPoint
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General DNSMWINS | Advanced » Domain Name (optional): Entering a domain name here has two

consequences:
DNS Servers
1.VPN Tracker will leave the Mac’s DNS settings in place while the VPN is
@"’“a'” B <zmple.com ) connected, and add the remote DNS server as an additional name
() Inherit DNS Settings Dynamically from the SonicWALL's DNS settings server, so hosts in the specified domain can be looked up. If you do
Specify Manually not enter a domain name, make sure your remote DNS server can
DNS Server 1: 192.168.13.10 look up hosts on the Internet as well, as it will be the only name
S 00.0.0 server used on the Mac while the VPN is active.
T 0.0.00 2.VPN Tracker will add the domain as a search domain to the Mac’s DNS
settings
WINS Servers .
» Check the box “Specify Manually” and enter your DNS server(s). The
WINS Server 1: 0.0.0.0 DNS server(s) must be part of the internal network(s) accessed through
WINS Server 2: 0.0.0.0 the VPN, or publicly accessible from the Internet.

In VPN Tracker, configure DNS as follows to receive the settings automatically from the SonicWALL:

DNS [ Use Remote DNS Server » Check the box “Use Remote DNS Server

[ Receive DNS Settings from VPN Gateway » Check the box “Receive DNS Settings from Gateway”
Use DNS Server for [, Search Domains (if available) . &) > Set“Use DNS Server for” to “Search Domains (if available)”

Advanced Users  If your DNS server supplies information for multiple domains (possibly including reverse zones) set “Use DNS
Server for” to “All Domains’ or configure VPN Tracker’s Remote DNS manually to include all search domains,
as described on the following page.
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Setting up Remote DNS Manually in VPN Tracker

If you cannot configure your SonicWALL to distribute DNS settings through DHCP it is also possible to manually configure a remote

DNS server in VPN Tracker:

DNS

DNS Servers
Search Domains
Use DNS Server for

(+1+

M Use Remote DNS Server
D Receive DNS Settings from VPN Gateway

192.168.13.10
example.com

[ Search Domains

A
v

J
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» Check the box “Use Remote DNS Server”
» Uncheck the box “Receive DNS Settings from Gateway”

» DNS Server:The DNS server(s) must be part of the internal

network(s) accessed through the VPN, or publicly accessible
from the Internet

» Search Domain(s) (required if “Use DNS Server for Search
Domains” is used): Enter the domain(s) the DNS server
applies to (e.g. if the DNS server can look up hosts that are
part of “example.com’ enter “example.com” here)

» Use DNS Server for:

» Set this option to “Search Domains” to use the remote DNS
server only for hosts in the given search domain(s) and keep
the Mac’s DNS settings in place while a VPN connection is
active

» Set this option to “All Domains” to have VPN Tracker
overwrite the Mac’s DNS settings while the VPN is
connected, and use the remote DNS server for all DNS
lookups. If this option is used, make sure the remote DNS
server can look up any host name on the Internet, not just
hosts on the remote network in order to preserve normal
Internet usage for the Mac



