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Welcomel!

This configuration guide and the VPN Wizard are the easy
way to set up a VPN connection to your IPsec VPN capable
FRITZ!Box device with VPN Tracker.

About this Guide

This configuration guide is intended as a supplement to the documentation
included with your FRITZ!Box device and to the VPN Tracker manual, it cannot
replace them. If you have no experience with VPN yet, please also read the
introductory chapters on VPN and on using VPN Tracker in the VPN Tracker
manual.

You'll find the VPN Tracker manual directly in VPN Tracker (Help menu) or on
the VPN Tracker support website.

FRITZ!Box Configuration

There are two different ways of configuring your FRITZ!Box and VPN Tracker:

1. Using the VPN Wizard supplied by equinux: The VPN Wizard is an OS X
application that creates a configuration file for your FRITZ!Box and a match-
ing VPN Tracker configuration. Optionally, it can also create a configuration
for accessing your FRITZ!Box through iPhone or iPad.

2. Using the configuration software supplied by AVM: A Windows-based
VPN configuration tool is available from AVM. Use this tool for more com-
plex setups. You can then create a matching setup in VPN Tracker using the
AVM FRITZ!Box device profile.

This configuration guide covers only the VPN Wizard.

Technical Support

If you have any questions our technical support team is available to help. Con-
tacts and further information is available on the technical support website:

http://www.vpntracker.com/support
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Pre req u isites Setting up Dynamic DNS with MyFRITZ!

. . . To get started, register your FRITZ!Box for the MyFRITZ! service. To register,
A few prerequisites must be met in order to establish a VPN access your FRITZ!Box’s configuration web interface and go to Internet >

connection to your FRITZ!Box. MyFRITZ!.

Once you've completed the registration, retrieve the - slightly cryptic — host
Your Mac name that MyFRITZ! has assigned to your FRITZ!Box:

» The configuration described in this guide requires VPN Tracker 7. Make sure

8 T . . .
you have all available updates installed. The latest VPN Tracker updates can agess your FHITZIEe s conifieraion web iz

. } . I .
be obtained from http://www.vpntracker.com Go to Internet > Permit Access > FRITZ!Box Services.
. . . | i
» You also need the VPN Wizard for configuring your AVM FRITZ!Box. The VPN > Check the box Internet access to the FRITZ!Box via HTTPS enabled.
Wizard download can be found at http://www.vpntracker.com/interop. » Locate the address line ending in .myfritz.net and write it down the
hostname (without the leading https://) as @ on the configuration
Your FRITZ!Box checklist on the next page.
» AFRITZ!Box with a modern IPsec VPN-capable firmware is required. This pverviow ES doees
. . . . . Port Forwardin FRITZ!Box Services
guide is based on FRITZ!OS 05.51. You can find information about the VPN Onlne Moritor ’
. . . Account Information Here you can set up secure access to your FRITZIBox from the Intemet. The FRITZIBox interface is accessed via HTTPS, the
ca pab|||t|es of various FR'TZ'BOX mOdeIS on the AVM VPN Porta| WebSIte. Fpiilers.lA zlaosrsaezrr;eda\ on your FRITZIBox are accessed via HTTPS, FTP or FTPS. All connections are protected by your user name and
» Your FRITZ!Box needs to be connected to the Internet. MR Note
Telephony Settings you configure here also apply for access to the FRITZ!Box from the Intemet via MyFRITZ! service
» Your FRITZ!Box needs to have a fixed public IP address or have its dynamic e Netwert Note:
. . . . . . The IPv4 address assigned by the Intemet provider is not a publicly accessible IP address. This means that settings to permif
IP address reg|stered with a dynam|c DNS prov|der_ Suitable prov|der5 are :y"-:;m a(;g;e;;(izr:helpvdsergwcesgf(lhe FRITZ1Box and to your IEvd home network il robably not work. See the Help 1o more.
/ | i © Intemet access to the FRITZ!Box via HTTPS enabled
AVM S M FRITZ. SerVICe Or D nDNS' Wizards This option permits access lso the FRITZ!Box from the Intemnet. All FRITZ!Box users who have been granted the right "Access from
o, Undaoe the Intemet allowed" in the "System / oy
Use HTTPS port other than the u[erauu TIPS POt s, ]
FRITZINAS Address of your FRITZ!Box https://xaobefqt3xqff81vw.myfritz.net or
Data, Images, Music, Videos https://203.0.113.83
FRITZ!Box can now be reached from the Intemet at these addresses.
my\FFHZ' . Intemet access to your storage media via FTP/FTPS enabled

This option allows access to the storage media on the FRITZ!Box from the Intemet. All FRITZ!Box users who have been granted
the rights "Access from the Intemet allowed" and "Access to NAS contents" in the "System / FRITZ!Box Password" menu can
access these media.

Apply | | Cancel

» Uncheck Internet access to the FRITZ!Box via HTTPS enabled again.

Do not apply the changes. We've only enabled the box to reveal
the MyFRITZ! hostname.
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My FRITZ!Box Configuration

To use the VPN Wizard, you'll need a few settings from your
FRITZ!Box. You'll find all the necessary information in your
FRITZ!Box's configuration web interface.

Public IP Address or Hostname of your FRITZ!Box

@ Hostname (MyFRITZ!, DynDNS etc.) or

Static IP Address:

Home Network (LAN) of your FRITZ!Box

® LAN: ) i ) /

A FRITZ!Box’s default home network is 192.168.178.0/255.255.255.0. You'll only
need to retrieve this setting if your FRITZ!Box is configured to use a different
network. In that case you'll find the necessary information under Home Net-
work > Network > Network Settings > IPv4 Addresses (with the “View” option
set to “Advanced”).

Unused IP Address(es) on the FRITZ!Box’s Home Network

® IP Address for VPN Tracker:

® IP Address for iPhone/iPad VPN: ) i ) (optional)

VPN Tracker requires one (two if you're also connecting with iPhone/iPad) un-
used IP addresses from the home network. You can use any free IP address, or
use the IP addresses suggested by the VPN Wizard if they're not in use on your
network. You can review the IP addresses that are used on your FRITZ!Box un-
der Home Network > Network > Devices and Users.



» Enter an arbitrary name for the connection.
» If youd like, check the box to have the Wizard create a connection for your

Create Configuration Files

Once you've met all prerequisites and obtained the necessary iPhone/iPad as well.
configuration information from your FRITZ!Box, you're ready
to run the VPN Wizard. Step 3: Passwords

Step 1:Start VPN Wizard 800 VEN Wizard

If you haven’t done so already, please download the VPN
Wizard for AVM FRITZ!Box, and open it by double-clicking its

icon. You'll find the download at The VPN Wizard has automatically generated the following passwords for you. If
you wish, you can customize them now.

Passwords

http://www.vpntracker.com/intero |‘

VPN Tracker Connection

Pre-Shared Key: [oooooooo-oo-oo-onoonooool l

Step 2: Connection Name iPhone / iPad Connection

Pre-Shared Key: [eesescccscssscssssecccee

68 .00 VPN Wizard Username: | charlie

Password: ‘ooooooooo ‘

Welcome!
Password Complexity: | Random s
I
Welcome to the VPN Tracker Setup Assistant for AVM FRITZ!Box devices. [_| Show passwords | Regenerate Passwords |
i‘ You'll be guided through the necessary steps to set up a secure connection to your \ \ =
' home or small business network. — (" Go Back | [ Continue )

The assistant can create a connection for VPN Tracker, or for VPN Tracker and also

Connection Name: [My VPN| ]

» The wizard auto-generated passwords for you. You can change them in this
step if you like.

@Also create a connection for my iPhone or iPad

A N

» You can also modify the suggested username for iPhone/iPad VPN connec-
tions.

7
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Step 4: Network Settings Step 5: Check Configuration

The configuration is now complete. In the last step, you can double-check
your settings, and print them if desired.
6 00 VPN Wizard

Network Settings 8 00 VPN Wizard

The following settings need to match your FRITZ!Box's actual configuration. Please
obtain your FRITZ!Box's public IP Address or host name, and check that the LAN
network settings are correct.

Your Configuration

Open FRITZ!Box This is your new configuration. If you want, you can print it for later reference
before saving.
Public IP Address or Host Name: | xaobfeS5qt3xqff8 1vw.myfritz.net ] 0 -
Connection Name: My VPN
Public IP Address / Host Name: xaobfeS5qt3xqff8lvw.myfritz.net
LAN Network / Mask: 192.168.178.0 / [255.255.255.0 9 FRITZ!Box LAN: 192.168.178.0
i 1 192.168.178.201
Virtual IP for VPN Tracker: | 192.168.178.201 (3] At ke

Pre-Shared Key for VPN Tracker:

Virtual IP for iPhone/iPad: 192.168.178.202
Pre-Shared Key for iPhone/iPad:
) Username for iPhone/iPad: charlie

Password for iPhone/iPad: *********

Virtual IP for iPhone/iPad: 1192.168.178.202 9

[ ] Host to Everywhere

N

| GoBack | [Continue ] [ | Show passwords

> o (Cobeck | i

» Enter the public IP address or hostname of your FRITZ!Box @ (see also
— Prerequisites)

» If your FRITZIBox does not use the default home network 1921681780 / When you’re happy with the Settingsl click Save to create the conﬁguration
255.255.255.0, change the home network and mask accordingly @. files for your FRITZ!Box and for VPN Tracker. The Wizard will save the files and
» VPN Tracker requires an unused IP address from your FRITZ!Box's home open Finder to show them.

network. Please check if the suggested IP address is unused and change it
if necessary ©.

» A second IP address is required for an iPhone/iPad VPN. Please also check if
that IP address is unused, and change it as necessary ©.

» To send your Mac’s Internet traffic through the VPN (and not just traffic to
the FRITZ!Box’s home network), check the box “Host to Everywhere”.



Use the Configuration Files

Once the Wizard has created the configuration files, you'll
need to upload the configuration to your FRITZ!Box and im-
port it into VPN Tracker.

® 00 EAVM FRITZ!Box
RIS :: BTN R —

-

cfg

FRITZBox.cfg VPN Tracker

Configuration

Switch back to the Wizard. You'll be guided through the steps of uploading
the configuration and setting up VPN Tracker and your iPhone/iPad.

~ Ifyou run into any difficulties during the following steps, don't
»i/ worry. Your settings are saved, so you can resume uploading/
importing them at any time.

Upload Configuration to your FRITZ!Box

[P35 IOR——— PRI L. [ 2 PR m—

Upload Configuration to Your FRITZ!Box

1. Open the FRITZ!Box configuration in your browser.

2. Switch to Advanced View (View: Advanced).

3. Access the VPN settings (Internet > Permit Access > VPN).

4. Choose the FRITZBox.cfg file and import it.
5. Save the settings.

Pormit Access
PotForwarding  Swrage  FRITZBoxSerdces  DynamiONS VPN

Via VPN & s6cure remote access 10 your network can be established. For further information, tocks and tips on VPN, click
www v deen/vpn.

Enter a filo with FRITZ!Box VPN settings:
Choose file | no file selected N

| GoBack | [ Continue |

The first step is to upload the configuration to your FRITZ!Box.

Make sure that your FRITZ!Box is running a current VPN-capable
firmware. Set the FRITZ!Box View option at the bottom of the
screen to Advanced instead of Standard.




iOS Configuration

68 0 0

MEMMGzard

iOS Configuration

. Choose General > VPN

. Select “IPSec”
. Fill'in the settings as shown:

Description:
Server:
Account:
Password:
Group Name:
Secret:

[ Show passwords

You can now configure your iPhone or iPad for VPN.

. Open Settings on your iPhone or iPad

. Tap "Add VPN Configuration...

My VPN
xaobfe5qt3xqff8 1vw.myfritz.net
charlie

EARRENNRE

My VPN_Group

AARRERRREEARREANREERRREE

—

If you told the Wizard to create settings for your iPhone or iPad, it'll now show

[ Go Back ] [ Continue ]

you how to set up your iPhone/iPad to your newly created VPN.
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VPN Tracker Configuration

800 VPN Wizard |

VPN Tracker Setup

Click “Open” to import your new configuration into VPN Tracker.

No VPN Tracker? Get VPN Tracker...

Note that you will not be able to test your VPN connection while your computer is
connected to your FRITZ!Box local network directly.

/ | GoBack | [ Open.. |

The last step is to import the configuration into VPN Tracker. If you haven't
downloaded VPN Tracker yet, you can do so at this time.



Connect to your VPN

You're now ready to connect to your VPN. Simply click the
On/Off slider in VPN Tracker.

800 "
a )

v Secure Desktops

Secure Desktop

7 My VPN

—7 =\

This Mac Internet VPN Gateway Remote Network

AVM FRITZ!Box 192.168.178.0/24
xaobfeSqt3xqff8 lvw.myfritz.net

Test VPN Availability... = =

192.168.178.201

Technical Support Report (TSR)...

You'll need to be outside of your FRITZ!Box’s home network to
connect to your FRITZ!Box’s VPN.
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Further Information
The VPN Tracker Manual has additional details on using and configuring VPN
Tracker. You'll also find troubleshooting tips, just in case.

Our technical support team is here to help. Visit the technical support website
for contacts and additional information:

http://www.vpntracker.com/support
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